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Abbreviations:

[PH] Phonetic

[OV] Overlapping voices

[SC] Simultaneous conversation
| Uninteligible

Is As stated

[IA Inaudible

[UM] Unknown male
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SA

RW:

SAT:

RW:

SAG:

RW:

SAG:

SAT:

SAG:

RW:

SAG:

RW:

SAG:

RW:

SAG:

RW:

This is my partner W-partner, Wally Taylor.
Hey, how are you?

[OV] Hey.

How are you?

Gogd. How you doing?

Good.\YJow's your day today?

Inoises] _

Ub, it's pretty g@Qod. Just got some groceries.
All right.

Let's show you who we\gre.

Okay, well, the reason we'reNgere togdy is that we have a search warrant for your
house.

Okay.

[noises]

All right. Uh, do yoyknow what this mightNoe about?

1 have no idea.

Okay. This4s about, uh, possible mishandling of clasgified information.

Oh my/oodness. Okay.

[N 1Mm-hmm. So, whatwe've got is, uh-again, gotawanant. Uhm, andI'm
Kappy to show itto you. WhatI'dlike to do issitdown, talk yqu witha-talk
with you about it.

Mm-hmm.

Kind of gé over what-what's going on. Uh, talk to you, kind of get your\your

side of it. And of course, you-completely voluntary to talk to me. Uhm,
can-uh-we can talk here. Uh, our office is about five minutes away. Uh, if'\you
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want to-if you'd rather talk there, then we can do either one. It makes no
difference to me.

RW: Okay.

SAT: Do you have any pets?

RW: do. I have two pets.

SAT: [OV NBecause you've been gone awhile, so d-do we need to yb;f: let them out

and use\the bathroom and stuff like that?

RW: [OV] I do\Would you mind if I at least get some perjé ables into the fridge?

SAT: [OV] And we chy do that too, but what we're goip to have to-Is it, do you live
by yourself?

RW: Yes.

SAT: Okay. What we're going to\gave to dg/As we're going to have to go into the house
first and make sure it's-it's safe. Wyg/have a-

RW: [OV] Absolutely.

SAT: -search warrant and so y-we're a-We're going to.

RW: Absolutely.

SAT: Okay. And what yfe'll do is we'll keep you out figre until we do that-

RW: [OV] Ub-huit

SAT: -and onée we secure it, we'll, uh-noise] then we can Nnd of go from there,
okay

RW: (It course.

SAT: Is your dog friendly?

RW: Okay, so she does not like men.

SAT: Okay.

RW: So.
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RW: [OV] I understand.

SAT: Okay.

SAG: Okay.

SAT: Uhm, house key?

RW: Hobge key.
|noise]

SAT: We also have a warrant to search the car, too.

RW: Yes.

SAT: Okay. Do you have agell phone? [noise] [paugé] Okay. [noises} And we'll take
that and then we'll-ubMye'll kind of go fropf there, okay?

RW: Of course.

SAT: Uhm, but like he said, we're-wdyg/ ompletely voluntary, completely up to you
on. But, youknow, I think may jt-it'd be worth yourtimetolisten atleast
foralittlebit.

RW: Defmifely. Uhm-

SAT: [OV] Okay? And wel kind of figure out whif's going o

RW: Definitely hergAo-

SAT: [0V] Okay/

RW: -uhm/comply.

SAT: fV| Uhm, sowhy don't we.

RW: Her leash is, uh, two feet inside the door where 1 left it this mornikg.

SAT: [OV] Okay.

- RW: Y can move her straight to the backyard.

SAT: [OV] Are there any weapons in the car? In the

house?
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RW: In the house, yes.
SATY What do you have?
RW: 1 have an AR-15.
SAT: Is it pink?
RW: It'\pink.
SAT: Okay.
RW: How'd you'know? [laughs]
SAT: [Naughs] [backgxound
noises)
RW: Uhm, | have a Glock Nibg under the bed.
SAT: [OV] Okay.
RW: And a-uhm-a 15 gauge.
SAT: You sound like my house. (kay.
SAG: [OV] Okay.
SAT: We're good then.
SAG: All right. Jusyon't make any-any movements for\that and then we're~
SAT: [OV] Apd-and-
RW: Yealf
SAT: { eah, I mean, we're all cool.
SAG: {OV] Yeah, I mean, kind of
obvious.
RV Yeah.
SAG: . [OV] Okay.
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SAT: 1[10‘;'] Youcanp-There's a-that little fenced-inarea is where you canput
er?
RW: Yes, yes, and you won't even-
SAT: [ov] Okay.
SAG: | [OV] Okay.
RW: Xou-you won't take your eyes off of me.
SAT: [OV Mnd we'll geta water. We can gether water and all thatkind of stufl, but
let's-lety-
SAG: Yeah, she's'\going to been in there-
SAT: - [OV] -let's go abkad and secure her, I think, gfd then that way-
SAG: [OV] Mm-hmm.
SAT: -and then maybe we can'Rut some gf your stuff in the fridge.
RW: Of course.
SAT: And then we'll kind of-
RW: Yes. |
SAT: [OV] -we'll go frop thete, okay?
SAG: Okay.
SAT: So let's ¢4 that.
SAG: Good deal.
noises]
SAT: And this other guy behind-
uh-
SHG: [OV]Goon.
SAT: _is with us as well. And we're probably going to have a few more people

SECRET/MNOEORN UNCLASSIFIED/FOR OFFICIAL USE ONLY

USAO-08'N 3



File Nuniber:

A(%—Q?%—QRH-BKE Document 99-1 Filed 09/27/17 Page 10 of 81
- SECRELIMNOEORN

UNCLASSIFIED/FOR OFFICIAL USE ONLY

Recording Name: 170603_01. WA

SAG:

RW:

SAT:
SAG:

RW:

SAG:
SAT:
RW:

SAT:

RW:
SAT:
RW:
UM:
SAT:
RW:

SA!

showing up here [noise] directly.

[OV] Of course.

[noises]

[coughs]

Qoo doo doo.

[nonses]

So we'ré\going to get the dog and, uh, bring it out there
Okay. 1 got hir.

All right, girl, let\ge get your leash. Leash, colldr. T know, there's people out
outside[UI}. Uh, leash, collar. '

[laughs]
Is that the only pet?
There is a cat. She will go straigh{ under the bed.
[OV] Okay.
[noises]
[OV] Uhm, agaif-
[OV] Uh-
-doesn'tAike men. Starting to see a trend here.
ISCATin background] All right, coming outhere.
OV] Yeah.
Come on girl. [noises]
Hey sweetie. Hey sweetic.

Backyard.
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UM: [SC] [in background] Hey, you all come on out. Found her, like three minutes
ago.

RYY: Yeah, she knows where we're going. Come here.

SAG! [laughs]

RW: Come here, honey girl.

SAG: What's her name?

RW: Nicky [PH].

SAG: Bey, Nicky.

RW: Nicky girl.

SAT: [OV] Hey there. Nhe doesn't know what's goipg on though.
[noises}]

RW: Thete you go. All right {IA}.

[background convetsation]

SAT: And you don't have any wgapons & anything on you, do you?
RW: No.
SAT: There's none in th¢ car?
RW; Uhm, in the gar, no.
SAT: Okay. [pdises] All right, 50, let's, uh, hang on just a s ond.
RW: CapA close the door for my cat?
SAT: ep.
[noises])
RW; Allright, good. That's all 1 care about right now.
[noises]
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SAT:

SA

SAT:

RW:

SAT:

RW:

SAT:

TM:

SAT:

UM:

SAT:

UM:

SAT:

RW:

SAT:

UM

' SAT:

UM:

SAT:

UM:

SAT:

Okay. Uhm-
[oV] Uhm-

~so the only thing in there now that's alive is the cat?

Yes.

Rhere's not a person?

No pixson.

No other ¥ogs? Okay, 1i-. Uhm, they on their way?
They'repullinup.

Okay.

All right.

So why don't we. Probably want to geiAl at stuffin.
Yeah.

Canwe put most of that in the F1dge]

Yeabh, it's all going to-

[OV] We're not goingAo have io unpack all thg bags and all that kind of stuff.
Okay.

Okay. [noiggs] Why don't we, uh. You want to stay\Qut heré with-with her for a
minute?

[OV)/Yeah.

¥nd Joe and T will walk through.

Okay. [noises] Why don't they just-

[OV] Again, just to explain to you, we have a search warrant. J's-it's-

[OV] Lunderstand.
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SAT: -it's en route. So, uh.
[noises]
SAG: It's all right. Uh, just making sure-just checking to make sure there's nobody
else in there or nothing-surprise-surprise us or anything like that.
RW: Yup.
SAG: S
RW: I want Iy make this as easy for you guys as possible.
SAG: Okay. LikeXjse. So, hopefully, explain things, [noises] gét o, uh, figure this all
out and, uh, Weap it up. [pause] [noises] How long hayé you had your dog?
RW: Uh, she's actually Noster. I'm rehabilitating her so Mopefully she can get
adopted later on. Uh)y, she's a rescue. 1 think I g0t her in March.
noises]
SAG: Okay. How-uh-how old is shi
RW: Oh, we don't really know. She's op€ of those.
SAG: [OV] Uh, yeah, my-uh-[noig€s] oneyf my dogs was a rescue and when-when I

got him. He wouldn't. Uh, ¥'was the onlxguy who could touch him.

[background 1A conversation]

RW: Mim-hmm.
SAG: | [OV] And th¥ was-well, probably three years. Anybgdy else came in the house,
especially pale, be'd pec-
RW: [OV] Am
| SAG: -gH over the place. But I could touch him and it was fine, and it fi-I mean,

e's seven years old now, he just comes up to gverybody. Licks hi\hand, he's
great. And so whoever had him before was a real-

RW: Mm-hmm.
~uh, was a real piece of work.

RW: Oh yeah. She was kept in a kennel and neglected her whole life and...
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[JA background conversation]

UM Hmm.
UM: [in background] Yeah, no, if you have fo [IA].
SAT: All right. Why don't we, uh-let's get those groceries and let's throw theny/in the
fridge real quick.
RW: Mixhmm.
SAT: And thda we'll, uh, bring you back out here, okay?
RW: [OV] Yep.
UM: [OV] House is deared.
[noises]
RW: Absolutely.
[noises]
UM: These gloves come in [Ul].
UM: Yeah. Yeah, [UI] the recorder [UT]. &

[SC] [U]] going to puy/up pictures [UI].

UM: Huh?
UM: The recorder/Ul].
UM: [SC] Y¢th, there's some in the back of that, uh-
UM: [oy] 1)
UM: OV] -suburban. [Ul]
UM: Is that going?
u [LA]
[noises]
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UM:

UM:
UM:
UM:
RW:

UM:

UM:
UM:

UM:
UM:
UM:
SAT:
UM:

SAT:

RW:

No. Then, no, don't worry about it.
[noises]

I'm just looking [UI] real quick.

(1]

If you could step over [IA].

Yed

And jusstop right there [UI].

[noises]

[TA background Sgnversation]

Yeah, probably [UI].

[1A]

We're going to [UI] I walked ¥yrough [ULj.

[TA conversation] [noises]

All right. [T1A]

[noises]

- Sounds like [UI

Do you wanfto just thrm‘;v that in the fridge? And we'll just-
[OV] [JA]

-thfow all these bags in the fridge.

[noises]

Yep.

Is that-

Got her?
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M: You got one here.
[OV] Yep.
SAG: Uh, no, that's it for the perishable. Should be.
UM: [OV] Okay.

[IAbackground conversation] [noises]

UM: [UI] thyneighbors [UI].

UM: Mm-hmm.
[noises|

SAG: See, it looks like wekpight be blocked in. Caff we borrow your truck keys?

UM: What you need?

SAG: We're going to be going hackto thg office, so.
[background voices]

UM: Yeah.

SAG: Unless-unless-

UM: [OV][UI]

SAG: ~we can jusgimove it. [noises) Okay. [noises] AllXighty.

SAT: There'sA cat in the house-

SAT: In e bed, where-it was on the bed.

UM: [OV] -on the bed.

UM: QOkay.

SAY/ Or it was on the bed.

M; [OV]It's-
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SAQG Okay. All right. Uh, you said you don't like to go in there. What -

RW: Y -Tt. Oh gosh, it's just creepy. It's just weird, It's like an addition to the hgfise
behind the kitchen and it's always dirty and.. ..

SAG: Okay.

RW: [law, :‘ s]

SAG: Uh, we cha talk back there if you're fine going back there. IS, uh-

RW: [OV] Yeah, we can go back there.

SAG: Okay. All right. We'll take — uh — there's a — thg ¢'s a back room that's — uh
uh-we can-

SAT: JOV] Kind of like the Mundry-

SAG: -that she'd like to talk in.

SAT: -supposed to be the laundry roog

RW: [sighs] I guess 50.
[noises]

SAT: Kind of off the kitchgh?

RW: . Yeaﬁ.

SAT; Okay. Okay/¥eah, that'll work.

SAG: Okay.

SAT: It'g/too hot out here for-

SAG: [OV] Yeah, and we're not going to s-we're not going to make yoy sit outhere-

RW: [GV] Yeah.

SAf: -in the heat.
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RW: I can make a pit stop and bring the A/C down a bit, too, if you guys need that.

SAK; [OV] Okay.

UM: All right, then,

SAG: [OV] Well, what's going to happen is-uh-they'll-ub-they've got to g0 their
ing for a minute and then- .

RW: [OW Of course. Uh-

UM: -we Cat\go in.

RW: -do they nedd me to make sure my cat's unlocked?

UM: Yes, yes.

SAG: [OV] We'll, uh-

RW: [OV] Uh, yeah.

SAG: -we'll grabthekeysand —

RW: Okay.

SAG: So.

UM: Get the password for .

SAT: What's the, uh. ow do we open this?

RW: Okéy.Soy d, uh-

SAT: [OV] Jyfst. Hang on.

RW: [OVY] -press that. There you go.

SAT: Okay.
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M: What kind is it? An iPhone?
SAK How long have you iived in Augusta?
RW: : Uhm, I was here October 2015 to April 2016, uhm, TDY. And then I moved/back
here just past December.
SAG: Qkay, so you're kind of familiar with the-
RW: Familiar, yeah.
SAG: . Yeah. What do you think of it?
RW: I mean, I wilingly moved back here as a civilian, sO-
SAG: [laughs]
RW: —itmustbeallright.
SAG: Willingly. You say that-ygu say that beghudgingly.
RW: Yeah, it was pretty much. UhNNSA fieorgia was the only job I could get.
SAG: Okay.
RW: Yeah. [ was having problengs getting, uk, the contract 1 wanted.
SAG: What contract were yod going for?
RW: Uhm, ] originally/my big plan is to deploy as\a Pashto linguist over-
SAG: [OV] Okay.
RW: -and be At Baghram for awhile.
SAG: Okay.

background conversation|

[vehicle noises]
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W Uhm, but then they hired me out here for Farsi, so.
SAG Okay, so you're Farsi and Pashto?
" RW: Farsi, Dari, Pashto.
SAG: Wow. That's impressive.
RW: [lavghs]
SAG: 1 barelyN'm barely able to speak English.
RW: Oh. {laughs
SAG: So.
RW: English is hard.
SAG: Hmm.
SAG: Uh-but. Yeah, I noticed thgt with/uh-{coughs] especially here in Augusta,

it's-it's great with-for families Ny single, it'skind oftough. Like, I can't
imagine coming back.

SAT: How is this-You've got a phssword dp this or what do you —

RW: Uhm, no, there's no pgésword.

SAT: [OV] How do we/how do we do it? Show m&Niow to do it, or tell me how to do
it.

RW: Okay.

SAT: SwipeAhat?

RW: ah.

SAT: No security?

RW: No security.

SHl: Okay.

RW: [OV] Yeah, so.
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SAT: [OV] But you don't have a password or anything that it-

RW [OV] No password, nothing.

SAT: Okay.

RW: Just, uh, anytime it locks, uhm, you just press until you see, like, a litti¢ circle,
ind then you slide just a little bit.

UM: [OX] Okay. So it's-
[noises

UM: Did you alréedy show her the warrant?

SAG: Uh, no, I haven's I was going to-we're going to gft down and show it to her.

UM: All right. So we're gdipg to go ahead and go igt

UM: Okay.

UM: [OV] Yep.

SAG: [panse] As soon as they finis hy pictufes we can go-get out of the gnats.

RW: Oh yeah, they're pretty bad.

[background convetsgtion]

[vehicle noises]
SAG: How long wete you in the Air Force?
RW: Six yeayh.
SAG: OkAy.
RW: Yeah.
SAG: Hmm. What made you get out?
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RW: Uh, 1 just-I wanted to deploy. Imean, I learned Pashto for areason-

SAK Mm-hmm.

RW: _but-uhm-that's just-those opportunities aren't there in the Air Force pight
now.

SAG: Umm. You'd figuse that with that language, you could-

RW: Right? laughs]

SAG: -just ralsg your hand they'd go, “yeah, go.”

RW: Uh, no, wheig 1 was in, uh, Maryland, squadron of; li}e, 450 people, we got one
billet per yea for Afghanistan, and it was allalways airborne. Not even
language.

SAG: And the-so I imagindpeople were just crawiing for it. '

RW: Oh yeah, and I don't have\an airborne py sical, so. Yeah.

SAG: Hrm. So, Augusta, Georgia thwas,Auh?

RW: Yeah. [laughs] |
[barking]

UM: Is your dog okay? Dgés it need anything?

RW: She's fine.

UM: She?

RW: Yeah, She's-

" SAG: [Q¥] If youcan tell, we're all dog people.
RW: Oh. [laughs] I know. She's going to have her little anxiety attac
[pause]
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AQGH

RW

SAG:

RW:

UM:

RW:

UM:

RW:

UM:

UM:

UM

SAT:

UM:

UM:

UM:

SAT:

SAG:

Where all were you with the Air Force?

Uhm, just right after training, went up to Fort Meade and spent four years therg
That's a long time in Maryland.

Tt is. And there was no opporfunity of leaving.

1han beat you. You know where my first Air Force assignment wj 7

What,

Minot, Noxth Dakota.

Oh, nice.

Kind of hot like thisup there.
[laughs]

It’s —

For what, a day?

[laughs]

Yeah, like for an hour, pfht?
[laughter]

Five o'clock opAuly 17.

[laughs] Réght.

Yeahy/l was seven years in DC, and that was about six and\g half too long.
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RW: . Oh, yeah, DC.
[pause]

SAG: They keep asking if I want to go up there. I'm like, “uh, no. No. No, thank own.”
I'm done with that.
[barking]

UM: Shy [TA}
{barki ig

RW: My poor dog. I just got her acclimated to the backyapd again yesterday.
[laughter]

RW: She was boarded all\weekend, so. [ was oyt of town.

SAG: Oh. Yeah, might-might Reve to work gdf acclimation.

RW: [laughs]

SAG: She's not-probably not goingAo Nke the backyard aﬁer being forced out

there for a few hours.

RW: [OV] Oh, 1 know. Shegets so anxious. Aqd then we're, like, off schedule
because she won't g, and so I'm just like,\yhatever, we're going inside. And
then three secondy/later she goes on the carps.

UM: Min-hmm. - |

SAG: Is she deftructive at all when she-when you leave hdg alone?
RW: Yes/}laughs] She's just a nervous chewer.
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\G: * Yeah, my, uh-one of mine, she's fine, you can leave her out all day long, all she
does is sleep and snore. Shakes the whole house.

RW: [laughs] Yeah. '
SAG: My-uh-my rescue, he is. We-we left him out for probably the first twd

eeks. He destroyed the couch. [noises] Cleanthrough, chewed it. And/uh, three
Aplepower cords. Thecomputer powes cords.

RW: [groa

SAG: Ninety budks a pop.

RW: Yep.

SAG: Yeah. I was-1was\tprilled.

RW: [laughs]

SAG: But. Yeah, turns out he's uch, much Jappicr when he's-uh-if we got to go
away for a little bit, he's in thé\¢grate wjth — as long as the other dog's in there
with him, then he's fine.

[pause]

SAG: Where do you do CrossFit t?

RW; Uhm, right now I'm at/SEC. Uhm, they used %@ be over on Enterprise
Counrt -

SAG: Mm-hmm.

RW: -off of Bgbby Jones but we moved. We're over on ¥ heeler, Uhm, - but my

friend isfe-opening the Under Box. Uhm, they merged with SEC, things didn't
work #it, and so now she's going to do her own thing.

SAG: Oing to go off?

RW: Yeah. So I'm just waiting for her gym to open to jump ship. [laughs]
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AG: I did it for like six months, and [ hurt myself.
RW: Oh.
SAG: Just every single day was just pain.
RW: Yeah,
SAG: SoN don't know. Guess I'm just too old and broken.
RW: I meanN always say I don't do CrossFit. Uhm, I do competitjfe power lifling.
SAG: Okay.
RW: And then I do CxossFit when it's convenient. {laugh#] But I do love working out

at a CrossFit gym\You know, the space-you cap't beat that.

SAG: No, uh-vh.

RW: In between classes, 1 just gof free run of fie gym.

SAG: What's your, uh. So power liftigg, fvhat's your-your preference on? What's
your favorite stuff?

RW: I'm just all upper body, so bepéh. It's kingd of sad. I tested all my lifts this week

* because I have a competitjgh on June 24

SAG: Mm-hmm.

RW: And bench is 180/Max back squat. I have a back injury, so my max back squat
is only 195. By¥l don't. [laughs]

SAG: Still-still ngt shabby.

RW: [laughé| They should not be that close. [laughs]

UM: K, how'd you hurt your back?

RW: CrossFit.

SAG: Oh.
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RW:

SAG:

RW:

SAGH

RW:
SAG:
RW:
SAG:

-RW:

SAG:
RW:

SAG:

RW:

SAG:
RW:
SAG:

RW,

Uh, just power cleans. My, uh, pelvis wasn't rotating so I separated that side
joint.

[noise]
That sounds painful.

eah,
I di§ ahm- 1 was doing box jumps, and this hand just-I yhs doing it by
myseX-hit the box and, Tmean, I-1 thought I just fractured/€very bone in the
body-idNhe-in the hand. And I went to-Thad to go to (€ doctor to get the-
getthe X-\y. And they said, “so how'd you do this?” CrgssFit.
[noise]
Four times they ashed me. Said, no, I didn't get/m a fight.
[OV] Tchhh.

It's CrossFit.

Yeah, 1 thought I could sec the bode on my shin from that one, That's over two
years old.

Wow. What was that?
[OV] Box jump. Just fissed the box. [laughs]

Yeah, that's a mgfnent that you really hope did-ah, did anybody see that?
[noise] Ireallyfiope nobody saw that.

1 got so madl. They're just like, you just threw a handf of chalk on it and then
you kept going. [laughs]

[sndrts] That's commitment. [noise] Oh.
9o 1 do have to ask, uhm, just however-
[OV] Mm-hmm.

-this goes, I'm not making any assumptions, but s this going to be like\a I -

SECRET/NOEORN UNCLASSIFIED/FOR OFFICIAL USE ONLY

Rt R9- 1 THe d QYRTET/FAvO FReIAL USE ONLY

USAO-03]32



File NWHE@WWWJR%E&Eﬁ@@@ﬁ@ﬁgg"mﬁfﬂéﬁﬁﬁ%ﬁﬁﬁ%ﬁdﬁlum ONLY

Recording Name: 170603_01. WA

brought-my-phone-into—the-building—type situationwhercl don'tsee thatphone
for three weeks or.. ..

SAG: So we'll go over the warrant itself.

RW: Okay.

SAG: Whm, so, we do have a warrant for the phone, so.

RW: I didw't want to make any assumptions or anything like that, but Yam teaching

yoga tdnorrow and phone has music on it.

SAG: Okay.

RW: [laughs] Uhm-Yhm-i could make do. Like, there-tfere are bigger problems in
the world, 1 guess

SAG: Veah. And we'll-weNowe'll talk about that gfice we-once we sit down.

RW: [OV]Allright.
[pause]

SAG: Youhave just a few chairs-1ije K chen table chairs we can pull into that-uh-
thatbackroom?

RW: [laughs] No, I, uh.

SAG: [OV] Or we going 4o be sitting on the floor?

RW.. {laughs] Yeah/If you want to sit, yeah, [laughs] I'n not big on furniture.

SAG: Okay. U, I wonder if we have a couple of chairs inthe —

UM: . Migif be a couple in Chuck's truck. '

SAG: Klight be.

RW: Sorry about that.

SAG, No.
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AT: How long have you been in this house?

RW: Uh, moved in [sighs] December 15th
[pause]

SAG: Okay. We're good.

UM: [SO Hey, do you have any chairs in your truck? Uh, fold-up chgirs.

RW: Would\i be too much to ask if I could try to getthe cat on 3 eash and then tied-

UM: [SC] Uhm

RW: -to the bed?

UM: [SC] Uhm, I don't réxpember seeing any. I thi#k they're in the truck.

RW: Uh, just so don't-I don't\yant to be, like/telling someone in the FBI to keep my
front door closed, if you al\are doing g/Search.

UM: oy

SAG: [OV] Uhm. What's that?

SAT: ~ Idon'tseea problem.

SAG: 1 don't see a-1 donsee anissue. Uh-uh-Where is the cat rightnow?

RW: Onthebed.

UM: [OV] In the bedroom, in the bed.

SAG: Okay, |

SAT: AV] Still in the bed?

UM: I think so.

UM: Yeah.
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RW;

SAG:

RW:

SAG:

UM:

RW:

UM:
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UM:

SAT:

RW:

SAT;

RW:

SAT;
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Okay. [noises] Yeah, we can do that. Where-uhm-just safety's sake, where are

the. There's the weapoi and the, the-

[barking]

The weapon, it's right by the little table with the lamp, right under the bed,

background conversation)
Oka¥, All right. We can go ahead and go in.

Mind if Nerab a leash?

Yeah, that's fpe.
[pause]

Over here?

Yes, right under the bed.

The cat's under there.

[1A]

He's under the bed. Or shegunder the bed.
The AR's in this case if here?

Yes.

Where's the gther gun?

It's behingd'it, more against the wall in a black case.

Okay.
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UM:

UM:

UM:

UM:

TIM:

UM:

UM:

RW:

SAT:

SAG:

SAT:

SAG:

RW:

SAT:

SAG:

You mind if [UI}-

[OV] Take it.

-[UI]ifyou get the cat?

Yep.

Qkay. Is there anything else in there?
The what?

Didn't see\nothing there.

Do you want t§ get your cat?

Yeah. Uh, thank yoy. [noises] [pause]
Allright, she's good.

Okay. Good enough.
All right.

Want to go back here?

Yeah, you can go ahead and £o back in

[conversation in backgrgdnd]
Oh, this room is diggg. I'm so sorry.
That's okay.

No, that's ffne.

SECRET/NOEORN UNCLASSIFIED/FOR OFFICIAL USE ONLY

CTe,

WA 0000932RHBIE Docunent §9-1 niiled 08T BB RACIAL UsE ONLY

USAC-08136



File Nuntbas:!

G5 D009 RH B G RORKRRSS- 4l Q2RI RACERAEI AL UsE ONLY

Recording Name: 170603_01.WA*

SAG:
RW:

SAG

RW:
SAG:
RW:
SAG:
RW:
SAG:

SAT:

RW:

SAG:

RW:
SAG:
~ RW:
SAG:
Rw:
SAG:
RW:

SAG;

Okay.

Thanks.

All right. Uh, if you need to use the restroom, any of that, let me know. It's nop/k
big deal. Okay. And, uh, you've been living at this address here since December.

Fifteenth.

Nifteenth of 20167

Yes.

Okay. AN where were you born?
Alice, Texas,

Alice like-

Like-

[background conversation

Like the name, yeah.

[OV] Like the name. Okay. A#d cuxgenily, uh, you're employed as a g-uh-
contract-uh-linguist with Fluribus

Yes.

Okay. How long hefve you been employed by em?

I started on 9 Febroary 2017.

Okay. Apfl where are you currently assigned?
Curpéntly assigned. Like the, uh, NSA 21 code or —
Uh, just-yoﬁ can-you can tell me the building.
Okay.

[OV]Because we have-

[OV] White Law Building, second floor.
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AG: Okay. So.

SAT: I'm sorry, what languages you said? Uhm, I-I heard.

RW: Farsi, Dari, Pashto,

SAT: Qkay.

SAG: Okay. [noises] Any other?

RW: No.

SAG: [faughs] I'm dding. I think that's enough. That's really #npressive. Okay, and
you live here, 0, by yourself?

RW: Yes.

SAG: Okay.
[noises]

SAG: Very hard without a table and chqipS.

RW: I'm so sorry.
[laughter]

SAG: It's — you don't hg#e to apol-it's your housg. Uhm, if you-if you do feel

like, you know, yod want to sit or anything like that, we'll sit, okay? You know,
we can sit on the/floor, I don't care. Uhm, if you sihon the floor, I'll sit on the

floor.

RW: Okay. [lggbs]

SAG: Uh-dhm-and I'm serious about that. If you want to sit, pleage, I'N-T'ilsit
dgfsmtoo. Uhm, okay. So, uh, again, wehaveawarrant. andit's in-do-

&rould you like to see it?
RW: Yes, please,

SAG Okay.
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[pause]

SAT: That just gave us the authority to search. It's signed by a federal maéistrate
judge. This attachment, Attachment "A", is just explaining the property where we
can search. The residence, the car, and then you.

RW: fundred forty-five pounds, you guys flatter me.

SAT: [laugys)

RW: Sorry. 1 Rgve a sense of humor.

SAG: [iaughs]

SAT: Okay.

SAG: It was on your driver's\jcense.

SAT: That's right.

RW: Okay, | lied.

SAT: Uh, don't we ali? So Attachmént 3" which is three-four pages-just explains

the property that we are sez ing. Nyt saying all ofthat's here, but that's what
we're authorized to searciytor.

UM: [SC] [TAT

SAT: And seize.

UM: [SC] [UI] 4u all [UT] laptop right here [U]] so we' just go ahead and [IA]. Did
you sce where it was?

UM: [SC}/Yeab.

UM: C] It's right here. And, uhm, {IA].

[TA background conversation]

[pause]
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SA: Any questions about any of that? It's probably still a little confusing to you,
but.

RW: Mm-hmm.

SAT: But I think as-as he-we go along, 1 think maybe some of it will becomé€ more
Mear. But just if anything-

RW: Mm-f{mm.

SAT: _sticks oW, is there any questions you have about that?

RW: No.

SAT: Okay.

SAG: Okay.

SAT: And we'll leave a copy of tRis-

SAG: Yeah, we'll leave a copy.

SAT: [OV] -with you. Uh, this will H¢ ydur copy.

SAG: Okay. So-

SAT: [OV] Okay.

SAG: —uhm-all thisfh-stems from areport that we igceived that you had

mishandled Aassified information, okay? So, that's\gh, the broadscope ofit.
Uh-my-yli-questionis does that-doesthatring anbells toyou
whatsopher?

RW: It-ifioes now. When I started working at White Law 1 haddo you
2Ow PKI passwords?

SAG: Mm-hmm.
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SAG;

RW:

SAG:
Rw:
SAG:
RW:
SAG:
RW:
SAG: |

RW:

- SAG
RW:
SAG:
RW:
SAG:
RW;,

BAG:

Uhm, I had a printed-out email in my folder, and I didn't have a desk yet, so I
took it with me-uhm-passed through security, went to Starbucks, and thep
came back, and they looked through it, and unfortunately the email that 1 had
printed out was classified. And they filed areport for that.

And when was that?

That Was approximately [pause] probably February 15th op

16th

Of this year?

Of this year.

So it was part of the PKN certificate?

Yes.

And you had gone to Starbucks)\cpine back, and-
[ov]

-they checked-they chgked a bag or

[OV] Uh, they checkgd my folder. I was stillNp processing, so it was just-
uhm-if you're famjHar with White Law, you go¥arough the turnstiles just to get

1o the cafeteria apd back.

Okay.

So yeal, I was-
[0)] So you had-you had gone to the cafeteria?
cah.
So you were in the building and they nabbed you for-
[OV] Mm-hmm. Yeah.

Okay. All right. But you're still in the building?
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RW: Uh-huh.
SAG: Okay. Allright. Uhm, so what-uh-what's your work role there at-
uh-at White Law?
RW: Currently I translate graphic documents, uhm, and then. Yeah, that's all I dg
SAG: [OV] Okay.
RW: Fiom Farsi to English.
SAG: Graphig documents?
RW: Yeah.
SAG: Okay.
[pause]
SAT: You're assigned to a spegific section, I gugés, or a group? Is that the way it works
over there?
RW: Yes.
SAT: And what is that group or secpony
RW: [OV] Uhm, it's the Iranigd AcrospaceNForces Office.
SAT: Okay.
SAG: Have you been ghsigned there your entire time\there?
RW: Yes, since February.
SAG: Okay,/All right. Uhm, is there any other issues or an ing that come to mind

thapnight be-might explain [noises] why the report midht have been generated?
Adrything that comes to mind-uh-like, eh, it may be this,\nay be that?

RW: No.

- SAG: No? Yeah. Okay. [pause] Uhm-so-and you currently hold aTS/3CI
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clearance?
RW; Yes.
SAG: Okay. How long have you had that?
RW: Uh, T would say since January 2013.
SAT: 8o you had that while you were in the Air Force?
RW: Yes.

SAG: And yowgept it through-throughthe. Did you-wh-I giess when youlefi-
: uh-leftthMir Force, youkept. When did youlea-- {hen didyou process
out of the Air{orce?

RW: Uhm, I processed, out of the Air Force, uhm December-ub-four-December

14th, whm, 2016. AN, uhm, up until that time/1 had been looking at contracts to
try to get my clearance)\uh, renewed.

SAG: Okay. And wh-when did\gh-when 4 {d-uh-Pluribus pick you up?

RW: Pluribus picked me up-1 believg fiey gave me the notification around January
111 between 111 or 13%, Arglind that day.

SAG: Okay. All right. So your-ph-your cldarance just kind of passed through.

RW: Ttpassed through, yeaj.

SAG: Okay. All right. Bo-uhm-as far as you're awgre [noise] you haven't
committed any/ecurity violations or anything su're aware of, other than-than

RW: Other théh the PKI thing, no. I mean, I-1do print docurkgnts at work because,

uhm, #'s just easier for me to translate them by hand.

SAG: Mm-hmm.

RW: Butthen)putthem inthebox, and then itdoesn't getmixed up with, like, 1y
classnotes thatI take, because they're-like-I use pretty paper so Njever take
outwhite paper.
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AG: Hmm, got it.

RW: [0V} Uhm, we all-Because 1 know that sounds Teally dumb, but that's just how
can do it now. After that stupid PKI thing, [ was like, no more white paper oup/Of
the building.

SAG: Okay. So you-you-you said you printed out stuft?

RW: [ON] Yeah. 1 printed out-

SAG: [OV]1sthere a-

RW: stuff.

[noises]
SAG: [OV] -is there a-ul why did that come to d as far as security?
RW: Uhm, it just. I guess\¢ always-1 jusf/think aﬁout—uhm-you know-having

actual papers.I-I can'ting gine any otffer way to getthingsoutofthe building, I
guess. I'm old-fashioned, soYm justfiinking about that. And especially with the
PKI thing-uhm-just making Syrc didn't accidentally have something in my

lunchbox or anything like that.

SAT: Nothing got out of the building?

RW: [OV]| Nothing.

SAT: [OV] You didn't gare anything out of the builing?

RW: [OV] No. Ng, I definitely let everything get seard ed all the time. So, Lhaven't

had any ofher accidents. ,

SAG: Okay Allright. So, as far as anything that. Imean, X ou're. So with Iranian
Agfospace, § mean, you're-you're fairly well boxed In\$O that's-that's what
fouconcentrateon?

RW: Yes.

SAG; Do you work any other matters? Anything like that?

W No.
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SAG: Okay. So, uh-so you-you certainly-I mean-you have-you have the access
[noise] and you have the need-to-know on-on, uh, on that acrospace stuff. Have
you ever inadvertently, either by accident or-or intentionally or whatever-gone
outside youraccess of-as far of-or outside your need-to-know on items?

RW: Outside of my need-to-know on items. Uhm, Ido, from time to time, look g¥/a
website called My Online, and it is the drone feeds. I used to work a drong
mission-

SAG: dm-hmm.

RW: -s0 dmetimes Il be in chat with, uhm, my Air Force friends #p in Maryland
and I'I'\ge watching the mission that they're executing.

SAG: Okay.

RW: Uhm, so it's Afshan stuff. Uhm-and other than thf, | mean, just reading basic
news articles on NRA Net.

SAG: Mm-hmm.

RW: Uhm-but I've never accesskd anything that's, like, [UI].

SAG: Okay. Have you ever gone-gonk, sghrching for stuff that's not related, uh, to,
uhm, to your-your work role?

RW: No, not unless I have somebédy in Magyland ask me a question.

SAG: Okay. Uhm-and I meay you've kind of algeady answered this-have you ever
taken anything out of¢uh, the NSA facility? Nnean, youmentioned the PKJ,
but -

RW: Yes.

SAG: ~ -outside ¢f that, have you ever taken anything out of the facility?

RW: No.

SAG: W07 Uh, whether it's a piece of paper. Have you downloaded ahything?

mailed anything out?

RW: No.

SAGK No? Okay. Mm.
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SAG:

RW:
. SAG
RW:

SAG:

RW:
SAG:
RW:

SAG:

SAT:
RWwW:
SAG:

SAT:

SAT:

[pause]

Have you ever, uh, discussed, uh, aﬁy classified material with anybody who
wouldn't have, uh, the prior U.S. government authorization? Who wouldn't haye

the clearance or anything like that? Wouldn't have the clearance and the need-to-
cnow?

No

No? Okay.

Not many prople ask about Iranian aerospace, 0 I lucked ghit.

So you never dixgussed, uh, discussed work or anythipg classified with
anybody-

[OV] Ub-uh,

-outside of work?

No.

[sighs]

[pause]

How's the neighborhogd?

I did not look at a iphp when I signed the lease, ub\ butI'm well armed.
[laughs]

You seerto be.

[laughter]

fbat are your plans? You going to stay in the house or are you ghing to move
somewhereelseor -
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RW: Uh.
SA Did you sign a lease, 1 guess?
RW: I signed a lease, and 1 would only break it if 1 get a deployment.
[coughing]
SAT: [OV] Yeah.
~RW: [OV]'So.
SAG: Mm-hmm\Have you had any issues here, since you moved here?
RW: 1 did, yeah. [lawghs]
SAG: ‘What happened?
RW: Uhm, I came home froR a concert in Atlapta. It was about three a.m. and-

[background conversation]

RW: _fhere was a man on the street,\gp’1 was making sure that, you know, he could
not see me go from my car to Ya ROUSC. [noises] Uhm,and 1 thought T timed it
out well. And I'm standing ffere ate sink getting water and someone starts
knocking on my door--

UM: [OV] Do you have a0 othpick?

SAT: [OV] Huh?

RW: _and-at tp€e am and my keys and my phone wWere right by the door where I

dropped tem, because 1 had to pee. Uhm, so yeah. aughs] very glad to have a
Glock Mine in the back.

SAG: O Yeah.
RW: [OV] Did not sleep. [laughs]
SAT: I'm sure.
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SAG: [OV] Anything other than that?

RW: Other than that.

SAG: [clears throat]

RW: Uhm. No. There's this-people always ask if you want your lawn donegnd

someone came and mowed my lawn ‘while I was in Belize last weekend' SoI'm
wtreally cool with that. [laughs]

SAT: I imhgine not.

SAG: [OV] They're probably going to come by and ask for-knogk on the door and
ask to be

SAT: Yeah. |

RW: [OV] Yeah.

SAG: -compensated.

RW: Yeah. I mean, he's-

SAG: [sneezes]

RW: [£-if it was the guy I paid lagptime, his this Jittle old man, Iike, in his eighties, so 1
won't be, like, really madbut-

SAT: [OV] Right.

RW: Yeah.

 SAT: Right.

RW: [laughé

SAG: vhen-uh-when did you go to Belize?

RW: 1left on Saturday morning and flew back Monday morning. Julf last weekend.

SAT: That was a quick trip to Belize.

SAG: [OV] Uh, a quick trip.
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RW: Tt was quick. [laughs]

SAT: What'd you go down there for?

RW: Uhm, | wanted to see the Mayan pyramids.

SAT: Okay.

RW: And so. Yeah.

SAT: Th 's pretty cool.

RW: I didn't have any leave, and T was just tired of waiiing for th€ stars to align, s I
just sald

SAT: {OV] Sure.

RW: -you have three dgys, do it.

SAG: [laughs]

SAT: That's cool.

SAG: Fair enough.

SAT: Spur of the moment. That's/retty ol

SAG: Did you go there by y# selfor.

RW: [OV] Yeah. By pfyself.

SAG: ~ [OV] Okay. pid you do any tours Or anything dQwn there?

RW: On the frst day, they took me to, like, an Alton Hay [PH] tour. So, that's one of

the sités. And then the second day, we went, uhm, doWn the river on a boat, and
weAid the Lemani Pyrmaids, and then came back. And\ben, yeah,

SAG: Okay.

SAT: Uh-hub.

SA®G: All right.

RW: Saw a bunch of monkeys.

SECRET/ANOEORN UNCLASSIFIED//FOR OFFICIAL USE ONLY

USAQOR8150



File Nm@ﬁs-Km@@mJR%%&E%@ﬁﬁé?g'%fﬂ%ﬂﬁmﬁﬁ%ﬁﬁﬁluw ONLY

Recording Name; 170603_01.WAY

SAT: - [laughs]

SAG: So you're positive you've never printed anything out that was outside of your
work role?

RW: Trying to think.

SAT: [clears throat]

RW: Phcause 1 know. I mean, like, there's NSA Pulse, and every nOw/ d then I

prindarticles from there like, as seratch paper. Like, it sounds 1pélly dumb.
Like, bow that I'm thinking about it, like, the things that T did yere really dumb.
Rut thodk always go into the, uhm, the burn bin.

SAG: Okay. WhatXind of articles from Pulse do you pull o

[barking]
RW: Uhm, usually referenxe material about, like
Uhm, just making sure, like, so map¥ references that 1 keep having tore-
look up-
SAG: [OV] Mm-hmrm.
RW: -it'sjust-I'm very textile, sO il just, like, right onmy desk, I can look atit

instead of flipping through ¥indow

SAT: Mm-hmm.

RW: So thai's probably/Araud, waste, and abuse nyht there. [laughs]

SAG: Okay.

RW: [laughs

SAT: Wesk not warried about fraud, waste, and abuse.

RW: OV] Okay.

SAG: No.

RW, 1 use a lot of paper. Uhm, but nothing outside of, like, Iranian stuff oNanything

else out of that, and never outside of the building.

SAG: Okay. Reality, what if 1 said that I have the information to suggest
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that you did print out stuff that was outside of that scope?

RW Okay. 1 would have to iry to remember.
SAG: Okay. What if, uh, I said that you printed out information related to, uh, repopls
on I
-SAT: Reality-uh-you know-we obviously know a lot more than-thay what we're

tellfng youat this point. And 1 think you know a lot more than wj 4t you're telling
us at s point. I don't want youto go down the wrong road. Ithink you need
to-to shep and think about what you're saying and what ygfi're doing. Uhm-
you knownJ-I think it's a-an opportunity to maybe tell e truth. Because, uh,
telling a-tellpg a lie to an FBI agent is not going 1o bg/the right thing.

RW: Mm-hmm,

SAT: Okay? Uhm, you kiqw-and again, we're herg/voluntarily. You're talking
voluntarily. I'm not asking you-forcing yop to do anything.

RW: Mm-him,

SAT: But think-that's-that's what I'm\agkng you to do, is to think. So, think about
what he just asked.

RW: Mm-hmm.

SAT: And let, you know.

RW: I There yas ove I printed out becaus\ wanted to read it.

SAT: Hmm.

SAG: Which #he was that? And-

RW: JOX} Mm.

SAG: _mind the-the sensitivities of the-

RW: [OV] Sensitivity.
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SAG:

RW:
SAG:
SAT:

RW:

RW:
RW:
SAG:

RW:

SAG:
RW:
SAG:
RW:

- SAG:
RW:
SAG:

RW:

Can you remember what day you printed it out?

[pause]
1 might mess up the date, but late-late March, carly A-first two weeks of Appil.
First two weeks of April?

And what was it?
It wag a-

[cough]
—jt was an NSA Pulse article about
And yeah, I did-Ndid print that one out.
Okay. Uhm, why, uh,\yhy did yo'u print that gfie out?
Uhm, I wanted to read it 3gd 1 just-1-thg/way I downloaded it, it just was hard
for me to read and I wantedX just loglat it because-it looked like a piece of
history.
Mm-hmm.
You know? Uhm, so I wanpéd to have that on my desk for, like, a day.
Okay. Did you, uh, hoyf did you find it?
Uhm, so when ygd open up Pulse, it has the-

[clears throat)

—uhm, thére's a little window at the top right that says, i, top articles. .

p/h

And sometimes I scan those. Uhm, 1 don't know if you saw the dge about the
miniature ponies, but that one was, uh-
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AG: [OV] Okay. What, uh, what were you-how would you do it?
- RW? Uh, just type in the search box, JJJJll a0d then scroll.
SAG: Okay. All right. Did you print out any of those articles?
RW: Uhun, let me think. No. The-the only one was just the one that was, ljKe,
SAG: Okay.
SAG: Was it, \h, what was the-talking around it. What was the/ And you're pretty

sure that ihwas late April, early March? Think about, u to remember, like,
details in yowr personal life and-

RW: { know, F'm trying to-1 remember that week, I got'in a fight with the boyfriend
that week. Uhm, April. Let's see, March, Apri)/[sighs] When did I breakup
with him? [sighs] Maybewe started dating ip/March, so.Ithadto havebeen
sometime in April. UDgn. [noises] I'm jup teally going blank on what week
that was. I'm trying to thipk what wecky { d-what the weekend was like after
that, 'm so sorry. Uhim--

SAG: [OV] No. It's okay.

RW: [OV]-T'm trying. Uhm. 1 péan, ydah, mid-April is, like, all I'm thinking.
SAT: fclears throat]

SAG: Okay. All right. Yhat if 1 told you that I kngw that you searched for and

printed out a dogument on the ninth of May?
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SAG:

RW:

SAG:

RW:

SAT:

SAG:

RW:

SAG:

RW:

SAG:

RW:

SAG:

BRW:

SAG:

RW:

Ninth of May. [pause] Let's see, the CrossFit competition was on the 12t
‘Was it really that late? [pause] Uh, Iguess 1-J can't argue that. Uhm.

Okay.
If you-if you know-1 mean-obviously you know. Uhm-
QV] Okay.

Tm jdgt-1- can't imagine. [sighs] | guess we're already June ajfeady, 50 yeah.
It's becha really bad month for me, SO-

This would\pave been three and a half, four weeks ago, I# ghly.
[OV] Mm-hn

[OV] Yeah.

[noises]

Okay. Do you remember WiK t you digfto get to that article?

Otherthan either seeing it on th front page orlinking it from another. I'm
just.

Do you remember what gearch terms yQu might have put in?

Probably [laughs}I'tynotvery sophisticated. Uhm.
Yeah.

Okay. So, yof printed out the document-you prigted out a document, uh,
intelligence report on-on this. You-you do recall thet?

Yes, Ao remember now, yeah.
Okay. [sighs] What did you do with that document?
Like I said, I-I kept it on m1y desk for three days because I jus\I thought it was

interesting and I thought 1 would read it. And then1 said no, and Jpeed to not
leave it out on my desk, so I-
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AG: [OV] Mm-hmm.
RW: -put it in the burn bag.
SAG: You put it in the burn bag?
RW: OV] Yeah.
SAG: [O¥] Okay, where's the burn bag?
RW: Okay, 9§ the burn bags are [sighs] in the break rooms and th€y're this little white
box with Ye slat, and it's one over from the fridge.
SAG: Okay.
RW: In White Law.
SAG: So you just-you slidé\it in there and thep~
RW: [OV] Youslide it in there, ¥gah.
SAG: And then it's taken care of?
RW: Yeah.
SAG: Okay.
RW: It's.
SAG: All right. Realjty, are you sure that's what you di with it?
RW: Yes. |
SAG: You'yf positive?
RW: es.
SAT: You didn't take it out of the building?
RW: No.
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SAG:

RW:

SAG:

RW:

SAG:

RW:

SAG:

SAT:

SAG:

RW:

SAG:

RW:

SAG:

Okay. You didn't take it out of the building and give it fo anybody else?
No. |
You didn't send it?
No.
oﬁ didn't send it to anyone?
No.
Okay.
fsighs]

Reality, uh, can yoy guess how many people might have printed out that
document?

No.‘

It's not many. That documeni\ias magé it outside. Okay? Obviously,
because we're here.

Obviously, yeah. Crap.

The most likely candidate /by far and away, is you, Now, Idon't- [sigh]

~I don't think you are, you know, a big bhd master spy, okay? I don't. I don't
think that. I think that/A've looked at the evidence [noises] and it's compelling.
Now, I'm not sure why you did it, and I'm curidys as to that, but I think you
might've been angfy over everything that's going \qn, politics-wise. Because you
can't turn on thé-you can't turn on the TV without\getting pissed off. Or at least
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{ can't. And I think you might've made a mistake. Now, why I'm here and why I
want to talk to you, is to figure out the why behind this, okay? So, I ask you
again-did you take it out and send it?

RWA 1 didn't. I put it in the burn bag.

SAT: [sighs]

RW: I mean, I'm trying to deploy. I'm not trying to be a whistleblower. Thgt's crazy.
SAG: . S0 how would you think that a document would end up gefing out?
RW: I-I meax, there's-there-I mean, LHet's-let's be s-straight-thefe's little to no

security o documents. Nobody pats you down.

SAG: Mm-hmm,

RW: You know, and we\alk about it all the time becausgeit's like, oh, I have to show
my food. Oh, "you €4 so healthy," like, every ddy, you know? A-and people
about it at work, You'vg got a building full of/geniuses, right? Like just. I guess
I'm nervous and talking, Yut no, { mean, the 1-that's the last thing
1 would've wanted to do with that. Especjlly with, you know, right now, trying to
get somewhere else, trying toNucreasefy clearance.

SAG: Mm-hmm.

RW: You know? It was an article g and it was very sensitive and I
thought I would be cool if Yhad it on my\Jesk for a couple days.

SAG: Okay. But you rememPer-you said you remember putting it in the burn-in the

burn bag? Sliding it /A there.
RW: Yeah.

SAG: Okay.
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RW: [OV] Folded in half. I mean, I remember it.

SAG: Folded in half?

RW: Yeah, uh, it's-it-because it didn't-yeah, I folded it in half.

SAG: |sighs] Okay. What if I tell you that that document, folded in half, madg/ts way
outside of NSA?
[pdyse]

RW: Idon'iN don't know - that.

SAG: It made its\way-

SAT: [clears throat]

SAG: -out in an envelope,\post-marked Augusta, Ggdrgia. See, things are startlng to
get a little specific.

RW: Okay. |

SAG: It made its way to an online newg sgurce that you subscribe to. Getting really

specific. So, I'm going to ask yoyQgain.

[pause]

SAG: What is very, very, veryCompelling, I'd liRg to know the reason, because I don't
think-1 don't think ygd make it a habit out oRghis at all. At all. I really do.1
think you just mesyéd up. Now, I'm not quite sdye why you did it, and
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I'd like to hear from you on that, but w-the what and ‘the how is-would you

agree,looks awfully bad?
RW\ It looks really bad.
[pause] ‘
SAG: If you're angry about what's going on, if there's something that. Look/you've

ad a good career. You have. If there's something that just pushed yoy/Over the
edwe on this, now is the perfect time. This is a podium.

SAT: You khow, like he said, I-I don't think we're coming in here to/ay you're some
big bad YWastermind-

RW: All right.

SAT: -prolific spy kind\of thing. I-I think what we both ffink is that maybe you made
amistake. Maybe ydu weren't thinking for a minpie. Maybe you got angry, like
he said. T mean, that-Yat's-that's what I'm hoping. If that's-that's the case, then
thatmakes us feel a littleketter knowing that y¢e don'thave a-areal serious
problem here. You know, ¥ -uh that's sompéthing that concerns us, too, this isn't
anongoing problem. But wéyeed to figyfre it out. Andif it was amistake, let's
deal with it.

| pause]

UM: Is this-is this a room? 1s thgta room? NJI]

[background conversatigh]

SAG: So how did you gejt out of the office?
RW: " Folded in half i my pantyhose.
SAG: Okay. [sighs] And what did you do with it?
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[noises]
RW: The pets would have been great. Uhm, but just having that every day, and then
And,uhm-
SAT: N V] Right.
RW: Yeah
SAT: Wﬁere did\you mail it from?
RW: The mailbox 1on Bastonne [PH] Road.
SAT: Okay.
’RW: It's in a shopping centx with a bank and Earth Fare grocery store.
SAT: Okay. I know where you'reNalking abgfut.
RW: Uhimn, intersection of Bastonne N1] and Furys Ferry.
SAT: [OV] Furys Ferry. Okay.
SAG: Mm-hmm. |
RW: | I can never say thgt, Furys Ferry.
SAT: And it was jug{ a mailbox sitting out in the middde of the parking lot?
RW: Metal bo¥, yeah.
SAT: Okay
SAG: 'OV] Okay.
RW: [OV] And, uhm, it was-
SAT; [OV] Do you remember what day that was?
W [sighs] What day of the week was the ninth?

SECRET/NOEORM UNCLASSIFIED/FOR OFFICIAL USE ONLY

USAO-08163




File NWG@S-KW@WJRW@%N%ER&%%% RGN UsE ONLY

Recording Name: 170603 _01.WAY

SAJ: [sighs] Let's see, it's-
SAG: [OV] We'll check. Do you need some water or something?
[noise]
RW: would like some water once I find out what day of the week it was.
SAG: Oka
SAT: Let's se 1 want to say it was. If I can figure out this crazypnone. 1 want to say

it was a Thgsday.

SAG: [coughs]

RW: Tuesday.

SAT: It was a Tuesday.

RW: Tuesday.

SAG: Is there something significant Abgit-

SAT: [ovj Uh--

SAG: -the ninth in other wayg/

RW: No. The ninth musj/have just been the first\ay I saw it. Uhm. [sighs]

SAT: So you.

RW: | [ might'vgfit-eitber the 1 1™ or the 12th. 1f 1 subbdd yoga on the night of
the 11 thenmy yogastudio isright there.

SAT: Soflt wouldve been Thursday or Friday?

RW: Thursday or Friday.

SAT: Okay. What yoga studio?
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RW:

RW:

SAT:
SAG:
SAT:
SAG:
RW:

SAT:
SAG:
RW:

SAG:

RW:

SAG:
RW:

SAG:

RW:

It's called Oh Yeah Yoga. Uhm-
[OV] Is it where Earth Fare is or is it somewhere else?
It's right across the street behind the CV'S by the laundromat.
Okay. Okay. There's, like, some limos-
OV] So-
[OW] -or something, isn't that, there?
[OV] Okay. Yeah.
[OV] Yeah.
Yeah.

So, you-you said yot\mailed it maybe THursday or Friday?

Mm-hmm.,

Okay. How did you know to,\g"uh, mail it to ||| | | N
/\

Yes.

Okay. g0 you wanted-you wanted, uh, 0 be able to publish
this?

eah.

SECRET/MNOECRN UNCLASSIFIED//FOR OFFICIAL USE ONLY

USAOC-08%85




File NumSasfix 20090 IRHBKE L DAcHRS RO -UNCIEA QIR /rOREHRIAN fusE oNLY

Recording Name: 170603_01L. WA},

[pause]

SAN, Is that the only thing you've sent them?

RW: Yeah.

SAT: Did you send it anywhere else?

RW:

SAT: No? Ng other publications or anybody else that you've shown/t to or given itto?

RW: No.

SAG: Is there going g be anything here that we're going t¢f be surprised to find?

RW: No. I - [sighs] I ne¥er took the document out g my car.

SAT: Okay. Is there anything\q nyoﬁr phone or ygur computer?

RW: The phone might have 2. INon't knod if 1 deleted it, but I'm sure you guys can
see all of that anyway. [t's goihg to Jfave a screenshot of the address to H
I

SAG: Okay.

SAT: Okay.

SAG: You mentioned yfu want some water?

RW: | Yeé.

SAT: Yeah, why don't we-

SAG: [OY] 'l make it. Uh-I'm just going to get somebody out here. Hey, can [
have somebody in here, please?

UM: Uh, yeah.

SAG/ Uh, do you want a bottle of water? What's-what's your preference?

RKW: Uhm.
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SAQ: Do you have a filter in the fridge, or do you just want tap water?

RW: Tap water. There's a glass or a mason jar by the sink.

SAG: Okay. Can I get one person to just stand there so I can [IA].

hackground conversation]

UM: Do yyu guys [UL]. I don't think you'll fit in there anymore. She wegt't fit in there
anymoxg.

SAT: [laughs] Sk still under the bed?

UM: Huh?

SAT: [OV] Cat? Is the cangtill under the bed?

UM: Oh, she's a big girl.

SAT: [laughs]

RW: Oh yeah. We're trying.

SAT: How old is she?

RW: [sighs] She's three years now. Uhm, she'S\actually on my lease as Queen Latifah.

SAT: [laughs]

RW: We're trying to gét her down to, like, a Beyonce sige tet.

SAT: [laughs]

RW: But gipl likes fo eat.

UM: [GV] Ch yeah.

RW: She likes carbs.

UM: She's got a little slim fit on ber.
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AT: That's right.
RW [sighs]
UM: ‘When she came out, 1 was like, whoa.
RW: Yeah, she will snatch bread right out of my mouth, like--
SAT: [8V] Wow.
RW: -girl, ou don't need those.
SAT: [langhs]
SAG: Water.
RW: Ah, Thanks.
SAT: So other than the screehghot on the phone, there shouldn't be anything else? And
there should be nothing dg the laptop?
RW: Nothing on the laptop. I do have a T@R browser.
SAT: Okay.
SAG: [OV]It's a-
SAT: [OV] Uhm-~
RW: {OV] Whichpropfably looksbadbutl-
SAG: What do yoy/use-what do you use the TOR browser for? [clears throat]
RW: Uhn, thére was one day when 1 was interested in WikW_eaks and then I opened it

up onge, Ishouldn't have done. I was in betweenjobs, j t had gotten out of the
Airfiorce-and, vhm, 1 opened it -1 was at a Starbucks.Mnd it was just. 1
gliess I wasreally underwhelmed. There was justnothing thde. [laughs]1 was
like, oh-
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SAG: Have you had any contact with anyone from |l ? Hzve you tried to

reach out?
RW No. X. Yeah, itjust. [sighs] Li-like yousaid, I just, [-I saw the article and

was like, I don't understand why this isn't a thing. And it-T just--

SAT: [OV]Itmade youmad.

RW: Itnade me very mad, and-

SAT: [OV] Nure.

RW: -it's right¥here. Uhm, and I don't care about. I-1 just/l guess I didn't care

about, like, tyself at that point, and just. Yeah. [noisg] I guess. Yeah,I
screweduproyally.

SAG: Well, [sighs] [noisdg] that, ubm, like [ said begbre, I don't-1 don't see you-1
believe you when yoiNsay that you didn't take/dnything else. I do. I think you
made a mistake.

RW: Mm-hmm. Yeah. Uhm-

SAG: [OV]}Has-haveyou ever-befd you were here, when youwere. Uhm.
Actually, this wasn't necessarily/befpre you were here. It depends on your TDY.
Uh, wherever you. Like, whefe didou finish up in the Air Force? Like in

November of this past yea
RW: In November when I gfft-processed, 1 was Uy in Fort Meade.
SAG: Okay. Uhm. Did/you ever have any-do anythigg with a thumb drive?
RW: Mm. [sighs)

[backgrgind conversation)]

RW: Thyphib drive. [sighs)
SAG: Shortly before you left?
RW: Shortly before 1 left. [sighs] [pause] Yeah, I was curious to see what would

happen and the administrator thing popped up, and 1 was like, okay, whiever,
and then threw the dumb thumb dtive away.

AG: Okay, so you-you put a thumb drive into one of the computers?
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RW: Mm-hmm.

SAG: What was the classification on the computer?

RW: It was Secret.

SAG: It was a Secret computer?

RW: cah.

SAG: Oka\ Uhm, w-.. You said you were curious. ‘Why were you cpfious?

RW: I guess I Wanted to see how people were getting unclass pigtlres onto the high

side. Iike, Nthought I would figure it out.

SAG: You-you gues\or?

RW: [laughs]

SAG: I mean--

RW: Yeah.

SAG: You're equivocating on that. S 0¥ so; Because you were just about to leave, so

what's the point of-

RW: [ov] I've-
SAG: -plugging a thumb dptve in a computer? Yu see where I'm going with this?
RW: Yeah. 1 just. Yoéh, 1figured if there was a daNo try to figure that out, 1

mean. Yegh. But.

SAG: Did yo put anything onto the thumb drive?

RW: Ng.

SAG: Did you plan on puiting anything into the thumb drive?

RW: No. 1 mean, if I was really lazy, probably my resume, which had just
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SAG:

SAT:

RW:

SAT:

RW:

SAT:

SAG:

RW:

SAG:

RW:

SAG:

RW:

SAG:

RW:

SAG:

RW:

been approved, but. No.

Okay.

. Sootherthanthis-this onedocument, there wasnothingelse, eitherhereor

there-~
No.

-that you accessed, took out, put on a thumb drive, printed and mgdled any of
that?

No.
No? Okay.

Okay. [coughs] Dym, inregards tothe document tat you did put out, when you
did you realize thawthe technical capabilities i that article?

Sources and methods.

Sources and methods are valyable to agdersaries.

Yeah.

Did you know that before yoy/printed it off, as you were taking it out?
Yes.

Okay. Uhm, did yoyknow that if that got out\that those sources and methods
could be compropdsed?

| If they haven/ been alrcady, then yes.

Okay,/W-with that in mind, why did you make the decisioy to send it anyway?

#ohs] 1 had figured that, vhm,
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RW:

SAG:

RW:

SAG:

RW:

SAG:

SAG:

RW:

- that it didn't matter anyway. Uhm, honestly, uh, Ijust figured that whatever
we were using had already been compromised, and that this report was just going
to be like a-one drop in the bucket.

Now, did you know that that |JJJij in that report-did you know that that ha
been compromised for a fact? ‘

No, I wasn't smart enough to check that out.

Okay. And [sighs] you're-you are aware that sending-that does
gt have, uh, authorized access o classified information?

I am dgvare of that.

And you Were aware of that at the time that you sent it?
I was aware.

Okay.

[pause]

[sighs] Okay. Is there anythiyg else thdt you want to tell me about? Say? Talk
about why?

[pause]

No, it was just. Yeah, ju#t that-that dgy-that week, it was just too much and
justsitback and watch {and think, why Yo I have this job ifI'm just going to sit
back and be helpless ghd, youknow, just-Nwas just. [noises] OQops, sorry.
Uhm, yeah. I just théught that that was the fin¥] straw., [IA]
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SAT:

SAG:

RW:

SAG:

RW:

SAG:

RW:

SAT:

RW:

SAG:

[OV] Was there something that-that just kind of [fingers
snapping] did it?

[cough]

Because you don't seem the type to do this. I-1 belicve it. ['want to belighe it.

I-IM-I'm not. I-I'm not. You know, I-1 want-I want to go out with{ our Special
Foredx, That's why 1 got out of the Air Force. [ mean, that's why/I'm here in
Augusih, I wanted my clearance back so I could get a deploynpnt, and it was just
at a time When [ wasn't applying for deployments. 1had, yg know, seven, eight
months left\of ajob that didn't mean anything to me becptise it's Iran, and I'm a
Pashto linguisk, Like, what am I doing translating Fapé1? Itjust-itjust - 1 felt

really hopeless agd, vhim, seeing that infonnation th had been contested back

- and forth back and\forth in the public domain for #6 long, trying to figure out, like,

with everything elsc
leakedwhy isn't this
ublic?

hat keeps getting releaseg and keeps getting
ettingwhy isn't this gt there? Why can't this be

Okay. Were you surprjs &d to see ustoday?

Yeah, Actually, Ihoughtthat, [laughs] uh, yoy were people comingto ask
about the housg/because it's still for lease onlihe. Uh-

[OV] Becghe you did ot seem surprised when we gulled up. [laughs]

Oh, Gbd-well, I-1 have a resting bitch face, so I wasjus like, maybe they're
goigf to turn around.

laughs]
And then FBL Iwas just like, what is going on, you know? And ydy showed me
your badge right up, and, uhm, I submitted a security packet yesterddy, uh, for my
clearance on E-QIP. So, ub, that's what I thought it was for. I'm like, Wy are you
guys going to question me for my own clearance? But...

Okay.
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RW. Yeah.

AG: [sighs] So.
RW: [OV] Guess that's not going to happen.
SAG: [sighs] Well. [sighs]
SAT: Anything else you can think of? Okay.
SAG: Okay. Uhm, what we have to do is we have to do the search.
RW: Of coursg,
SAG: Uhm, now ywu said that. [conghs] I'm sorty. L have ainus infection, so 1
sound-
RW: [OV] If's okay.
SAG: -I'm-so Isound awfdl,
RW: [OV] This is the best room ¥Q be in wi it.
[noiseé]
/ \
SAG:
RW: Yes.
SAG: [OV] Okay.
RW: [OV] If it's there.
SAG: Do you pémember the site from memory?

RW: Ub, it's just the-]J N 20d ifyou go, scroll dowy, atthe bottom-

—contact. Tt-it's not as obvious as you think. [noise

[OV] Mm-hm.
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RW: _ because it was closer.

AG: How long did it take you fo find it?

RW Uhm, ul}—uh, probably like three minutes of scrolling, which probably felt like
an eternity sitting in my car.

SAT: Mm-hmm.

SAG: Qkay.

RW: Yes

SAG: You saickthat the document stayed in your car-

RW: Yes.

SAG: -wholetime? ORyy. Did youhave a—a—wheré djd you get the envelope?

RW: Box of envelopes is, Mm, in the backseat of fhe car, behind the driver's seat. 1

just, uhm, had a bunch of forms I needed ¢ mail out last Decembet, so, uhm,
they'd been sitting back thie since Decpinber.

SAG: Okay. And the stamps?

RW: Stamps. There might be one optwdNeft, but I keep my stamps in my glove box,
in case I need to mail things glut, like bjlls and stuff.

SAG: Okay. In your glove box/

RW: In my glove box, yef.

SAG: Okay. [sighs] M right. Trying to think if I've got yt}ﬁng else. Uhm-

The-the scargh-the guys will continue the search, Uh)Nhey'll searchthe vehicle

and the hope, and, uh, uhm, and the photograph-they'I\photograph everything.
Uhm, and, uh, you, ub, the search team leader is going to 3it down with youand
gothrgigh things that have been seized. Uhm, uh, your passport. Where isthat?

RW: passport is-it is either on the trunk in front of the TV or oi¢in the center
part of the desk, or in the closet in a camouflage backpack in the top front
compartment.

SAG: Okay.
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NAT: Yeah.

RWY Sorry.

SAG: [OV] Reason~

RW: [OV] T OCD-] just [Ul] these things.

SAG: [OY] Okay. Reason-reason I ask is that, uh, you went to

Belize. RW: Belize)
SAG: Did you md¢t with anybody in Belize?
RW: No. I stayed at ‘W resort. Uhm, a family of four. Ulpf, if you have my phone

or my computer, You'll sec the emails back and fopth with the family. And, uhm,
they picked me up, Yook me to the resort and thén took me back.

SAG: Okay. Uhm, did you indlude anything in tj€ envelope that you sent to i}
I
[background conyersation] A

RW:

/ .\

SAG:

RW:

SAG: Okay. So, did/you include any notes or anything Nke

that? RW:  No.

SAG: Okay. Any identifiers?

RW: 0.

SAG: Did you-mm-ps-put in anything that would, uh, give them a Wy to
contact you or that you were traveling to Belize?

RV: Absolutely not, no.

SAG: Okay. All right. So. [sighs]
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UM: ol

[background conversation]

SAG: Doyouhave any questions forme?

RW: So many. Uhm.

SAG: [-hmm?

RW: This-ls sounds really bad. Am I going to jail tonight?
SAT: [U1]

SAG: I don't know thdanswer to that yet.

RW: Okay.

SAT: What was your gquestion® Sorty.

SAG: [OV] If she's going to jail tonight.

SAT: Oh.

SAG: Said I don't know the ansyfer to thak

RW: [OV]Okay. Of-

SAG: ~quite yet.

RW: [OV] -coursg/the search is going on. Uhm, in any\gase of that, I do not have

memorized/ uhm, the woman-her name is Cathy-ske works at the Augusta
Humaneg/Society.

SAT: Okg

RW: hm, she can come and pick up the dog in the case that I, uhm, am not
going to be here tonight.

SAT: Yeah. Well, let's don't-

SHG: [OV] Okay.

SAT: Yeah.
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RAG: I don't have anything to do with that.

RWA [sighs] Okay. .

SAG: Uhm, a lot of that might, you know-we'll-we'll figure that out, so.

RW: [OV]Yeah. Okay. So.

SAG: Is\there anything at the-at your desk at work that I should be wofied about?

RW: I have\an Anderson Cooper photo that is signed. It's not legit. Uhm.

SAT: flaughs]

SAG: [laughs]

RW: I¢'s-it-it-he's quite gyod looking so that is somgthing that you must contend
with.

SAG: The m-the-the-the man cXs a figure, yhat can you say?
[barking]

RW: Yeah. Uhm, no. However, oy keychain, uhm, I can give you the key to my
locker. I use the locker diregly to th\]eft side of the desk, onty the top portion,
and it is locked. [noise] ,if that iS\where you are searching, there's a
grapefruit in there.

SAT: There's nothing thét shouldn't be-like that we would concerned about?

RW: Oh, no, Classjfied docurnents? No.

SAT: [OV] Ygah, I'm not-

RW: O 7 There shouldn't be any reports in there.

SAT: OV] -I'm not worried about a grapefruit or a picture of-

SAG: No.

SAT; -Anderson Cooper.

KW Okay. [laughs] Ubm, yeah, other than that, there's just a bunch of recycling?
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Uhm-

SAX: Okay.

RW: _and a folder of in-processing documents.

SAT: Okay.

SAG: Nkay. [coughs] Uh, what clse you got for me? What other questio

RW: [sighg] Uhm. [pause] I mean, just I told you that I sent a reporff sO- Yeah. And

I feel ke you're-if 1 ask you, like, what's going to happento e, you're going to
say thatpQudon'tknow atthispoint, so that'skindofmy gply concerm. And my
ability to kdep these two animals alive, uhm.

SAT: We're going t\take - If-if-if it-if it comes to
that-

SAG: [laughs]

SAT: -I promise you-

RW: Okay.

SAT: [OV] Uh, everybody in this hodse Will take care.

SAG: [laughs] [OV] We're-weife not going\o do the-

RW: Yeah.

SAT: Uh, we're not ggfng to leave these animals, I prymise you.

RW: [OV] Oka

SAG: [OV] Mo.

SAT: Afd it is-we truly don'tknow at this point. Uh-uh, youkndw, he's going to

ave to go talk to some people. ‘We're going to have to makg some phone

calls.

RW: Mrn-hmm.

SAA: And we'll go from there. Uh-uh, T don't know that it's really our decision a(this
point. f
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RAG: It-

RWA [OV] Yeah.

SAT; [OV] Chm-

SAG: [OV] -and it's not. It's not.

SAT: Bt

SAG: [sniffs

RW: Yeah. All ¥ saying is I-I know, uhm, what I did, and $6. At that point, I'm
pot thinking aout myself anymore, so.

SAT: " [OV] Right. Well\ h}lr don't we, uh, start makingAome phone calls.

SAG: Yeah., [sighs]

SAT: So. Giveyou a break. If You want songe more water or something.

RW: 1 would love to use the restroomy, Héw is that going to work?

SAT; [OV] Okay.

SAG: [OV] Oh. Yeah.

SAT: [OV] Let's, uh, let pfe s--let's see-

SAG: [OV] Let's-

| SAT: [OV]-uh-yhere weare,ifwecan-

SAG: [OV]Here, letme-

SAT: -myfke that happen.
[noises]

SAG: [sighs]

[background conversation]

AG: We just got to make sure that they're done, out of the bathroom, so we can give
you privacy.
75
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AT:

SAG:

RW:

SAT:

SAG:

SAT:

SAG:

UM:

RW:

UM:

UM:

RW:

UM:

SAG:

SAG:

Hey, I'll stay in the bedroom. She can use the restroom.
Okay. There's nothing in the, ub, in the restroom as far as weapons?
There's a nail clipper in the orange bag.

Okay.

Okay.

I thinkwe can, uh-

1 think tha¥g okay.

[laughs]

Okay.

[noises]

They taught us how to deal With thoseAn the Academy when we were.
And we'll go stand here to the |

[OV] U]

Yes. Uhm [IA].

You turn it oft?

It's still recording, Well.

[UT] two [

Okay.

[ngfses]

The ammo [UT] right next to the [UI].

[noises]

[IA background conversation]
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[noises]
[pause]

UM: Rock River [PH]. [1A]
[noises]

[Beckground conversation}

UM: Did thyy take a picture of that?
[noises]

SAG: Okay . So for ohg, uhm, we'll, uh, wehave ap-uh, wéuld youlike to sit
down somewhere®

RW: I'm fine.

SAG: You're fine?

RW: Yeah.

SAG: Okay. Uhm. Allright. Uh, obvjéully beenrecording. I'm going to, ubh~-uh-ub.

SAT: What's up?

SAG: Going to end the recording.

SAT: 1 think so.

SAG; [OV] And t,: the interview.

- UM: I think sg
SAG: So this is at, uh, five-let's call it 5:17 PM, ceasing recording onJune third.

énd of recording]
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